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1
Decision/action requested

This pCR proposes a solution for a key issue in the Study on security aspects of 3GPP support for advanced V2X services (TR 33.836).
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Rationale

This contribution proposes a solution to the key issue in [2].
4
Detailed proposal

*** START OF CHANGE ***
6.y
Solution #x: Solution on minimizing the impact of privacy protection mechanism in the application layer communication

6.y.1
Introduction

This solution addresses the KI #x, "minimizing the impact of privacy protection mechanism in the application layer communication". 

This solution is applicable to broadcast, groupcast, and unicast mode of communication.

This solution introduces the concept of "time window" in which duplicate application layer messages are sent using 2 different (old and new) L2 IDs (and IP address in case of IP-based communication). This "time window" represents the transition period when the L2 ID is changed from one to another periodically due to the requirement for the privacy protection in communication over PC5 interface.

Duplicate transmission of the application layer message during this transition period ensures that all peer UE(s) to receive the application layer messages successfully independent of the exact timing in which each peer UE(s) switch from the "old" to the "new" L2 ID (and IP address in case of IP-based communication) during the L2 ID update event.

In the groupcast or broadcast modes, there are multiple peer UEs in the communication. Therefore, the exact timing of each peer UE starting to accept the new L2 ID may be different, and application layer messages need to be successfully received by all peer UE(s) even under the presence of this timing gap.

6.y.2
Solution details 

To ensure the flow of application layer messages is not negatively impacted by the L2 ID update event, the UE that is changing its L2 ID (and its IP address in case of IP-based application) transmit each application layer messages twice within the "timing window" period, using both the old and the new L2 ID (and old and new IP address in case of IP-based application) as the source ID of the application layer messages. This ensures that peer UE(s) is/are able to receive the application layer messages independent of the relative timing when the individual peer UE makes transition to start using the new L2 ID (and IP address) and start accepting application layer messages containing the new L2 ID in the source L2 ID field (and IP address in the source IP address field in the IP packet). 

The main advantage of this solution is that, it guarantees all receiving member UEs to receive the application layer messages while the L2 ID (or IP address in case of IP-based communication) update of the sender UE takes place independently from the flow of application layer communication.
Figure 6.Y.2-1 illustrates this solution in groupcast mode as an example. Unicast mode is similar except that there is only 1 peer UE in communication. In this respect, unicast mode operation is a subset of groupcast mode.
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Figure 6.Y.2-1: Procedure for minimizing the impact of privacy protection mechanism in the application communication in groupcast over PC5
0.
Groupcast communication has been established and is in progress.

1.
UE1 determines to update its L2 ID (and its IP address in case of IP-based communication).

NOTE:
This event is triggered in the UE by, e.g. request from the upper layer or timer expiration as specified in TS 23.287 [4].
2.
UE1 enters the time window to send duplicate application layer messages. It may be triggered by the start of L2 ID update procedure. The L2 ID update messages themselves are not shown to simplify the figure.

3.
UE1 sends each application layer message twice, one message using the old L2 ID and another using the new L2 ID (and old and new IP address in case of IP-based communication) as the source address. The dashed line and solid line depict the message that uses the old ID and the new ID, respectively. 


Each peer UE receives and accepts the application layer message containing either the old or the new L2 ID (or old or new IP address in case of IP-based communication) as the source ID of the message. Which ID the peer UE accepts depends on the timing with respect to the message exchange in the L2 ID update procedure and corresponding switch of ID recognized as UE1. 

4.
UE1 ends the time window to send duplicate application layer messages as the L2 ID update procedure ends.

5.
UE1 sends each application layer message only once using the new L2 ID as the source of the message.

6.y.3
Solution Evaluation

The solution fulfills the requirement of KI#x for minimizing the impact of privacy protection mechanism in the application layer communication. This solution guarantees that all receiving peer UE(s) to receive the application layer messages while the L2 ID (or IP address in case of IP-based communication) update of the sender UE takes place independently from the application message flow. 

The disadvantage is that it will create overhead by duplicating transmission. However, considering the importance of communication over PC5 interface, e.g. basic safety messages, the potential consequence (e.g. difference between accident and no-accident) may justify the additional overhead in order to ensure the continuity of application layer communication.  
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